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Abstract

The rapid expansion of digital technologies in India has
significantly increased citizens’ exposure to cybercrimes,
making digital awareness a critical concern. While technical
safeguards continue to evolve, human behavior and
perception remain central to effective cybersecurity. This
study examines the role of media in shaping public
awareness, risk perception, and protective behavior related
to cybercrime in the Indian context. Using a structured
questionnaire and applying Structural Equation Modeling
(SEM), the research analyzes the relationships among media
exposure, perceived cyber risk, self-efficacy, digital
awareness, and cybersecurity practices. The findings reveal
that media plays a significant role in enhancing cybercrime
awareness and indirectly influences safe online behavior
through perceived risk and self-efficacy. The results
highlight that increased awareness alone is insufficient
unless accompanied by confidence in one’s ability to
respond to cyber threats. This study contributes to existing
literature by integrating media influence and behavioral
factors into a unified empirical model. The outcomes provide
valuable insights for policymakers, educators, and
cybersecurity professionals to design more effective
awareness campaigns and public education programs aimed
at strengthening digital resilience and promoting safer online
behavior among citizens in India.
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Introduction

In an increasingly interconnected world, the proliferation of
digital technologies has presented a burgeoning landscape of
cyber threats. This digital transformation, while offering
immense opportunities, has also exposed individuals and
institutions to sophisticated cybercrimes, making digital
awareness a critical imperative in mitigating these risks [1].
In India, the rapid adoption of digital platforms across
various sectors has amplified the urgency of understanding
the interplay between media influence, public perception,
and behavioral responses to cybercrime. This paper
investigates how media portrayals of cyber fraud and digital
security issues shape public awareness and influence

protective behaviors among Indian citizens. Specifically, it
examines the mediating role of perceived risk and self-efficacy
in translating media exposure into tangible security practices.
The study posits that effective cybersecurity strategies must
move beyond technical solutions to incorporate a deeper
understanding of human factors, including how media
consumption and societal norms impact individual readiness to
adopt secure online practices. Therefore, exploring the
intricacies of these influences through a robust statistical
methodology like Structural Equation Modeling is essential for
developing comprehensive and impactful digital awareness
campaigns. This research aims to bridge the existing gap in
literature by systematically evaluating the causal pathways
through which media influences shape public awareness and
cybersecurity behaviors within the Indian context. By
leveraging Structural Equation Modeling, this study can
dissect the intricate relationships between media consumption
patterns, public perception of cyber threats, and subsequent
cybersecurity behaviors, offering a nuanced understanding of
these dynamics. Furthermore, the investigation into these
latent variables and their observed indicators will contribute
significantly to the academic discourse on cybersecurity
awareness. The findings will ultimately inform the
development of targeted public policy interventions and
educational programs aimed at enhancing digital resilience.
This comprehensive analysis will provide actionable insights
for policymakers, cybersecurity professionals, and educators
to design more effective strategies for promoting digital
literacy and fostering a safer online environment in the nation.
This will be achieved by identifying key media characteristics
that significantly impact public awareness, alongside an
assessment of how perceived vulnerability and response
efficacy influence the adoption of secure online practices
among various user groups.

Literature Review

This comprehensive literature review will synthesize existing
research concerning the multifaceted impact of media on
public perception of cybercrime, delve into the theoretical
underpinnings of digital awareness, and explore various
models explaining online behavior within diverse socio-
cultural settings. It will also highlight the digital divide and its
implications for cybersecurity awareness, particularly in the
Indian context, to underscore the necessity of inclusive
approaches in digital literacy initiatives [2]. This review aims
to identify gaps in current scholarship, particularly regarding
the application of Structural Equation Modeling to unravel



these complex interrelationships in a developing nation like
India, thereby establishing a strong rationale for the present
study. Specifically, it will critically evaluate prior research
on factors influencing cybersecurity awareness and
protective behaviors, noting the mediating roles of elements
such as cyber threat perception and internet usage duration
[3]. Previous studies have often examined these variables
independently, but a comprehensive understanding
necessitates their integration into a unified model to analyze
inter- and intra-causal relationships with cybersecurity
education intentions [4]
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3. Methodology

This study employed a quantitative research design to
explore the complex interplay between media influence,
digital awareness, and public behavior concerning
cybercrime in India. This approach is suitable for objectively
measuring variables and testing hypotheses, thereby deriving
statistically robust conclusions [8]. Structural Equation
Modeling was utilized to dissect the intricate relationships
between media consumption patterns, public perception of
cyber threats, and subsequent cybersecurity behaviors,
allowing for the evaluation of complex causal pathways [6].
Specifically, a sample of 396 respondents was analyzed
through Structural Equation Modeling with Partial Least
Squares, revealing that Digital Literacy significantly
enhances Maritime Cybersecurity Awareness, though it does
not directly impact Cybersecurity Resilience [25]. This
analytical method allows for the simultaneous examination
of multiple dependencies and the assessment of model fit,

providing a comprehensive understanding of the structural
relationships among latent variables [11], [26], [27]. The
selection of Partial Least Squares Structural Equation
Modeling was motivated by its suitability for predictive
analyses with complex models and non-normal data
distributions, which are often encountered in social science
research involving attitudinal and behavioral constructs [28].
This robust statistical technique facilitates the analysis of
multifaceted relationships between observed and latent
variables by integrating factor analysis and multiple regression
within a unified framework [29]. Furthermore, this
methodology is particularly advantageous for theory
development in nascent research areas, where established
theoretical frameworks might be limited [30]. The sample size
of 396 was determined using a formula where 'n' represents the
sample size, 'p' denotes the estimated proportion, 'd' signifies
the error (set at 5%), and 'z' is the Z-score of 1.96 for a 5%
level of significance [27]. This calculation ensures an adequate
sample for statistical inferences, providing sufficient power to
detect significant relationships within the proposed model.

Results

The subsequent sections detail the descriptive statistics of the
collected data, followed by an in-depth presentation of the
measurement model and structural model results obtained
from the Partial Least Squares Structural Equation Modeling
analysis. This comprehensive approach allowed for a thorough
evaluation of the proposed theoretical framework,
encompassing the reliability and validity of the constructs, and
the significance of the hypothesized relationships [31]. The
majority of the respondents were female and under 40 years of
age, with a significant portion coming from the education
sector [32]. This demographic profile, characterized by a
predominance of younger, female individuals largely within
the education sector, offers a unique lens through which to
examine cybercrime perceptions and digital awareness,
potentially highlighting sector-specific vulnerabilities or
strengths [33]. The analysis revealed a low explanatory power
for actual use constructs (R2 = 0.398), yet a high explanatory
power for attitude towards using cybersecurity (R2 = 0.864)
and cybersecurity ease of use (R2 = 0.674) [34]. These findings
underscore a critical disparity between intent and action,
suggesting that while individuals may possess positive
attitudes towards cybersecurity, practical implementation
remains a challenge. This suggests a need for interventions that
bridge the gap between positive attitudes and actual
cybersecurity behaviors, potentially through enhanced digital
literacy programs focusing on practical application and ease of
use rather than just conceptual understanding [35], [36].
Furthermore, the study highlighted that perceived ease of use
and attitudes toward cybersecurity significantly influence the
actual adoption of cybersecurity measures, suggesting that
simplifying cybersecurity protocols and fostering positive user
experiences could enhance their widespread implementation
[34].

Discussion

These insights are particularly pertinent for policymakers and
educators in India, informing the development of targeted
initiatives that address specific barriers to cybersecurity
adoption within diverse demographic segments and
professional contexts [37]. Given the low explanatory power
for actual use constructs despite high explanatory power for
attitude and ease of use, future research should delve deeper
into the psychological and socio-technical factors that impede
the translation of positive cybersecurity attitudes into concrete



behaviors [34]. This gap between intention and action may
be partially attributable to a lack of perceived usefulness or
practical applicability of cybersecurity tools, despite a
general positive disposition toward them [38]. Therefore,
exploring perceived usefulness and actual implementation
challenges, such as the complexity of tools or lack of readily
available support, is essential to bridge this behavioral gap
[39], [40].

Conclusion

The findings indicate that while attitudes towards
cybersecurity are generally positive, and there is an
acknowledgement of the ease of use, these factors do not
consistently translate into the actual adoption of
cybersecurity measures [34]. This discrepancy underscores a
critical challenge in cybersecurity behavior, necessitating a
closer examination of the underlying psychological barriers
and situational constraints that prevent individuals from
converting their positive intentions into proactive security
practices [41]. This highlights the importance of
understanding the disconnect between positive attitudes and
actual cybersecurity behaviors, suggesting that interventions
should focus on enhancing situational support and digital
competence rather than solely on awareness campaigns [42],
[43]. Future research could explore these indirect pathways
to offer a more comprehensive and nuanced view of the
relationships within the model [38]. Additionally, it is crucial
to investigate how behavioral aspects and human factors,
such as age, influence cybersecurity perceptions and
compliance, as older users, despite higher awareness, may
exhibit lower likelihood of maintaining device security [44].
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